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Logging into the Password Manager Self-Service Portal

To access the Password Manager website from the Ford network or Internet, enter the following URL into your
browser’s address bar, then press Enter.

https://www.changepassword.ford.com

You can log into the Password Manager self-service portal using one of the following methods:

1. Using your Network/Outlook/WSL account (default).

Password

2. Using your CDSID and SecurlD Passcode (generally for Ford Salaried employees only).
On the login page, click on the RSA SecurlD tab to use this method.

Note: If you are accessing the site from the public internet or have forgotten your $account password, you
will need to use this option to change your $account password.

3. Answering the security questions you set up in Creating Your Security Profile below.
On the login page, click on the Q&A Tab to use this method.

Note: The first time you log into Password Manager, you will be required to create a new security profile. If
you have not previously logged into Password Manager, you will not be able to use this option.

If you cannot log in using your Security Profile and have forgotten your password, you will need to contact the Help
Desk at 1-888-317-4957 in order to get your password reset.
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Logging into the Password Manager with Network/Outlook/WSL Account

1. To access the Password Manager website from the Ford network or Internet, enter the following URL into your
browser’s address bar, then press Enter.

https://www.changepassword.ford.com

< C | D ht www.changepassword.ford.com 0D w

QEN- &Sinin

%) Sign in with CDSID

B | agree to the Terms & Conditions

Sign in

2. Enter your CDSID in the CDSID field and current valid password in the Password field, read the Terms and
Conditions and agree to them by checking the box, and click the Sign In button.

Home

%) Sign in with CDSID

johndoe

& /1 agree to the Tarms & Conditions

Signin
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Logging into the Password Manager with RSA SecurlD

1. To access the Password Manager site from the Ford network or Internet, enter the following URL into your browser’s
address bar, then press Enter.

https://www.changepassword.ford.com

2. Click the RSA SecurlID tab to log in using your SecurID passcode, then click the Sign in with SecurlD button.

“ C & https//www.changepassword.ford.com/signin.asp QA% 0 @

QEN- ASignin

By signing 0n o the system | agree that, whee consstent
with applicable Gw 1) | enderstand and wil comply with the
provisons of Ford Directve B-100. and the other
confidentinlity poficies sted below 2) 1 40 not have any
expectation of privacy In my use of e systen. and 3) Fod
actusly montors B5 isforration, systems, and data to
dortity and respond fo secerty threats and losses, and any
nformation or dats dentfiod though this montormg may be
shared among Ford and Foed's global affiates and service
providers, through approwed processes o whers legally
required, and prow ded to goveemeenl Ao et (nehadng
Low endoocenment)

£ Sign In with SecurD

3. Enter your CDSID in the CDS ID field and Soft Token Passcode or your Hard token (PIN + Tokencode displayed on
SecurlD token) in PASSCODE field, then click Submit.

- O & hitpsy/www.secureauth. ford.com negi?WsllP=19.86, - - hit reauth.for o0 @

Web Single Login SecurlD Authentication

! ISAGE MAY BE MOMITORED. UNAUTHORIZED ACCESS OR USE MAY
YR I:LUII['N LJI'.‘:I- IF'LWI: L.II-1 o H.NL‘-'IN'-LI JDIMNG TERMINATION OF EMPLOYMENT, TERMINATICN CGF

s L g of Ford Direetive B- 100
listed below, 2) | do not have amy i | ] tineehy mori1-:|'5 its.
identify and r i "
sharad among Fos ohal affiliates and service providers, thr"-'l.q'l approved prnce:_-.ﬂ-s or M‘h’m legdl. EF'qIJII'E'd and |:-rc-».rH:‘rE~d fo
authonbes (including law enforcement).

Ford recognizes that m cerdain |ur=.ﬂ:|||:hnn.~ thera are ﬂu-a-rllu ra-#'.i. rEguIarlnn.;. and labor agreements that may apply, and Ford wall comply with such
requirements. Chck b ar addifior partant ferms

The page you are attempling to access requires that you authenticate using your SecurlD token
Please enter your COS 1D and SecurlD PASSCODE
cos 0:
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Logging into the Password Manager with Q&A

1. To access the Password Manager site from the Ford network or Internet, enter the following URL into your browser’s
address bar, then press Enter.

https://www.changepassword.ford.com

2. Click the Q&A tab, enter your CDSID in the CDSID field and click the Sign in button.

& = C | & hups//www.changepassword ford.com n.asg Qe 0 w

%) Question / Answer

3. The screen will expand, and you will be prompted to respond to three of the security questions you selected during
the first time profile set up procedure (see the Creating your Security Profile section). Answer these questions by
typing the answer into each box, read the terms and conditions (Terms and Conditions link below the questions),
agree to them by checking the box, and click on Sign In again.

QEN-. ASgnin

©Qsa

=) Question / Answer

jonngoe

> What was your childhood nickname?

> In what City or Town was your first job?

2> What = your maternal grandmother’s
masdon nama?
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Creating Your Security Profile

To use the Password Manager self-service portal to reset your password, you must first enroll and answer a series of
security questions that will be used to authenticate your identity if you forget your password.

Enrollment is simple and requires two steps:
i. Log in using your network account (CDSID) or RSA SecurlD Passcode
ii. Answer security questions

You must answer at least the minimum number of questions required to complete your security questions profile. Each
answer must be unique and at least five characters long. The answers should be something that’s easy for you to
remember, but difficult for someone else to guess.

1. To access the Password Manager self-service portal from the Ford network or Internet, enter the following URL into
a browser:

https://www.changepassword.ford.com

e C | O https;//www.changepassword.ford.com/ 0 w

—~—

Password

%) Sign in with CDSID

B | agree to the Terms & Conditions

Sign in

Password Manager Self-Service Portal User Guide v1.3


https://www.changepassword.ford.com/

2. Enter your CDSID in the CDSID field and current valid password in the Password field, read the Terms and
Conditions and agree to them by checking the box, and click the Sign In button.

johndoe

SRR
1 agree to the Tarms & Conditions

Signin

3. Once you login, you will be taken directly to the Security Questions page.

@ ﬁi/ﬂggvﬁo... oslt @EN~  Hello John (J), Doe
@& Dashboard
A You must complete enroliment. The secunty questions profile ts incomplete
@, Change Password
Unlock Account » Thg Security Questions

- at A t i \ ar
& Set Altemate Email Answering secunty questions helps us venfy your identity and protect your account. Please select 3 Questions
from the list, you may also create your own questions if you prefer, The answers must not be less than 5
Security Questions
©  Security Questions characters
& Reset Other Accounts
L Question Answer
1. Choose A Security Question v
2. --Choose A Security Question-- v
3. --Choose A Security Question-- v
m (Optional) You may enhance your security by adding more security questions and answers
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4. From the drop-down box, choose the question you would like to answer, and type in the answer in the Answer field.

ASSWORD H ~  Hello John (1), D Si t
@ MANAGER  cann e QEN ohn (1), Doe & Sign out
@ Dashboard
A You mus! complete envollment. The securty questions profile is incomplete
@, Change Password
&  Unlock Account pashboars ® Security Questions
& Set Altemate Email Answering security questions helps us verify your identity and protect your account. Please select 3 Questions
from the list, you may also create your own guestions if you prefer. The answers must not be less than 5
©  Security Questions characters.
& Reset Other Accounts
2 Question Answer
1. In what City or Town did you meet your spous v Add your answer here
2. --Choose A Security Question-- X Add your answer here
--Choose A Security Question--
3 In what City or Town did your parents meet?
2 In what City or Town was your first job?
What is the middie name of your okdest sibling?
What is your maternal grandmother's maiden name?
What school did you attend for sixth grade? Lwers
What was the name of the chiid-hood best friend {TESTING}?
What was your childhood nickname?
What was your childhood phone number including area code (e g., 000-000-0000)
-User Defined Question-
: Upd

You can also create your own questions if you prefer. From the drop-down box, choose User Defined Questions, enter
your own question in the User Question field and answer in the Answer field.

e, Home @EN -~ Hello John (1], Doe & Sign out

& Dashboard
A You must complete enroliment. The security questions profile is incomplete
@, Change Password
&  Unlock Account pasnpoare b Security Questions
= Set Allemate Email Answering security questions helps us verify your identity and pratect your account. Please select 3 Questions from the list, you may
also create your own questions if you prefer. The answers must not be less than 5 characters.
@  Securty Questions
& Resel Other Accounts
& Question Answer
" n what City or Town did you meel your spouse/significant = Add your answer here
1 In what Cit Ti did { Isignificant ’
. --Choose A Security Question-- v Add your answer here
2 b
3. -User Defined Question- ’ Add your an
User Question IIA..-U YOUr own question here I
(Optional) You may enhance your security by adding more securily questions and answers
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5. Once you have answered the minimum number of questions required to complete your security profile, click Update
to save your security questions profile.

iardaesard

a, Chanp P esswond

B uniock Acomurt

B S Averae Erna
7] 0

W Resst Other Agcounts

G L.

a Fou mus! complele ennolment. The secunty guestions profie B

¥ Security Questions

@EN = Hele lohn (l.), Doe & Sign out

Answerng security questions helps us verify your identity and probect your account. Please select § Questions: from the IBL you may alsc create your own questions i you prefsr

Ths snswers must nof be l=ss than § charachers

L] Gesthion

Ansywer
1. Iy el CRly of Toreh 'wiis your firs? jpb? Torio
z. In it City or Toen did your parenis meet? . Rochester
3. vkt b the micdie name of your cidest sibing? T Jane
4. \Whal was your chilihood nickname? . Barl
5. Wl is your matemal grandmother's maiden name’ Adams

6. When your security profile is updated successfully, you will see the message “Your Security Questions profile is now
complete. Thank you!”

Gy Changs Padiward

B ok Asesunt

B o Avens Eva
0 Secrty Duston
W Fesw Cvw doocurs

Vour Sedurty Cusations B now complete. Thank youl

Malcome
ALCEss and security

G{ Change Password

Change pow NrlmonOnBoot pakeara

9 Secunty Questions

RESGE CEA B ey ST B2 BooRdd yduf

el St Alternate Emanl

To nbcrtv impariars nglcabons sl et o yoe

ﬁ' Reset Other Accounts

Rl pIuf SRR TSNS Biibaf §] pldiwdtd

Q@EN = Helo lohn(l.), Doe & Signou

ACCOUNT Status

Last Password update .

Lyt Folied S ign-in m
La#t Suceessiul Sign-in [ 12 b, g |

Last Unsuc ¢ esshd Son-in aflempts u‘
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7. You will also receive an email notification telling you that your security questions were updated.

[From: Adrnin, P-Synch [A.) Sent:  Won 1/9/2017 11:50 AM
Ta: & Doe, lohnil)
Ce
Sulbjed: Password Manager Q&8uk Profile Update for IOHNDOE
23
@F— e
Go Further

Hello JOHMDOE

Cn January 09, 2017 11:50:28 AM you Updated yvour Q&4 Profile through
https:faww changepassword. ford.com

The results of this request were:

User Security Question(s) Updated!

If you did not update yvour Q&A Profile, please contact the Help Desk
immediately!

Morth American Support Center: Intaral 79557, Bxternal 1-313-31-74957 or 1-8858-31-74957 Germany Support Center

utside Germary 43 221 3013322 UK Support Center: Internal 8734 3322, Externa w

87013322, E nal 02219013322, C
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Changing Your Network/Outlook/WSL Password

=

Go to the Password Manager self-service portal website https://www.changepassword.ford.com.
Under the Welcome message choose which tab you want to authenticate with.

a. Select Password to authenticate using your standard Network (Outlook) password.

b. Select RSA SecurlD to authenticate using your SecurlD.

c. Select Q&A to authenticate using your Standard/User questions and answers profile.
Authenticate using whatever method you chose in step 2.
Once authenticated, click on the Change Password link on the dashboard.

N

Pw

el ASSWORD ome S e e
@ MANAGER wwas O QEN Hello Jonn (.}, Doe

Raskboart PWVEICOME

-

Crangs Password

&  Uniock Account Access and secunty Account Status

& S Avemate Ems

Qe Change Password 4 Set Alternate Emalil Last Password update
©  Securry Questions Change you! NeWONUOUIOON SREEN0N(S ®» S ITGOrUNTASTRCINCNS 200!
30t Last Failed Sign-In
W Reset Other Acsourts
. i Sian-
© Ssecuriy Questions 28 Reset Other Accounts Last Successful Sign-in CIETEED

¥ asaty ana Hass

Lr SPS0/GANENC A0,

Last Unsuccessful Sign-In (1]
altempts

& Skn out

5. Enter a new password in New Password and Verify New Password fields and click Change Password button.
Note: The password must conform to the Change Password Rules. The rules will highlight in Green if they are
adhered to, and in Red if they are not.

g T GEN -  Helo John [1L Do & Sign ou
L ]
¥ Change Password f Password Rules
B Uniosk Ansmni & Hew Passvwend Details 0 Change Pasveord Aules : :#"
P Hew Passrord B hees from 6 B 31 charsciers B ok contun S profile 10 or nueme beckmarnds
B e anerate Ema S o B inchute Bt uppercats ard lower cave leted B ek be the profils B0 o name resrranged
B hires 3% beast F I B hirer 6t el T puetd o 6ot i Sl Bteid
O Secuvrny Cusitions I Skt | B o ot least 1 digts B porstain ool chit sbters avilable on g dsibied Ergieih [US] keybeard
B vl B a0 3 dptionary word matoh (8 g word) B reok bk 3 pus neoddl e dhur i T it 430 dlag
B Rese Ot Acxxarts B ref conksn B profile 10 o reme O psverd munk be changed svery 39 doyy
Vridly Merw Pissmord B hures of least 1 ipeciall charscten jnot ketters or digits]
| | & Accourts (Plgass check Bw chack boxes Balow lof all Secourts you wanl i iync hronite)
Change Passwonds —_ Target Syshem
- johndoe O FORDMAT Mesworutions WL
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6. You will see a successful update message. You will also receive an email notification telling you that your
password was changed.

Important Note: You must log off your computer and then log back in with your new password.

@ Password Changed Successfully!

« Please logout and restart all workstation(s) now, after it restarts login
with the new password.

= VPN connected users should not reboot or disconnect their workstation
until they lock their workstation (CTRL-ALT-DEL) and then unlock and
login again using their new password.

- Please update your password on any Corporate Phone or EPOD devices that
you would use this new password on.

« Please update any scripts or applications that need to use the newly changed
password

Password Manager Self-Service Portal User Guide v1.3
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Changing Your Saccount Password

1. Go tothe Password Manager self-service portal website https://www.changepassword.ford.com
2. Under the Welcome message choose which tab you want to authenticate with.
a. Select Password to authenticate using your privileged account (Saccount).
Note: You can’t use this authentication method, if you are accessing the site from the public internet.

b. Select RSA SecurlD to authenticate using your SecurlD.
3. Authenticate using whatever method you chose in step 2.
4. Once authenticated, click on the Change Password link on the dashboard.

@ PwWD ] QEN - Hedolonn (1), Dee & Signout
B Omrecen

Dadboan PWelcome
B yniock Accsurt Access and sacunly Account Status

Set Aterrate Ema

({

0* Change Password

THhASGS Y2ur ML OUIONE  aRbNrdcs.

Set Alternate Email

e LR LT SR RIS

Last Passwerd wpdate QIETIECS

© Sty Queitens

LX)

3G B your 22en Last Faled Sign-in
W e O Acoours
- Las Susc esshA Siane
© securty Questions * Reset Other Accounts Last Susceasta Sign-in ETETD)

\ o “::g:;:'.::e.u 4 Sentty and :;:;;;:' w2 T acourin| Last Unsuscessid Sign-In o
attemgts
1 Contact Us
Arornste Holp Desk @
Emal
5. On the Change Password page, select your Saccount.
K7 R Home EN « Halo Si
@ PLue. OfN-. wmamyjoe &3

rin0g mode
- »

B Ot oshboss » Change Password

A Crorge Fas *) New Password Details O Change Password Rules

B Uniock Account New Password O = have from 12 10 24 characiens = 80t COMan the profie 1D of fame
- AR08 DO UDORICaEe 350 OV e = A0t COLI the prolile A= Dachnady
= Nave 3 least | 3pecl charaztecy (not Wrters o GGt = 50t Do the peotie 1D of mame MMTARGeS

S Alemat: ma! - v - -

8 se . Sl - rave 3 eas 2 = have 3t most 2 pars of pexting chanacters
= have 3t least ! = not be 3 passwond used w past 450 days

©  Secunty Questios = not be an exact detionary woed match (¢.g. woed = password must be changed every &7 days

Verify New Pasyword
¥ Reset Other Accourts

& Accounts (Please check the check boxes below for all accounts you want 10 synchronize)

AIRACF Targets (2E2)
DATEST)

DATEST4

Account Target Syvtem
Change Passwords
johndoe LI XNAT tetwor Outioc/Wse
Sjohndoe O XNat

BB rACs 2 Mantrame

Maatrame

Less Detais 4
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1. Enter a new password in New Password and Verify New Password fields and click the Change Password button.
Note: The password must conform to the Change Password Rules. The rules will highlight in Green if they are
adhered to, and in Red if they are not.

C Sorc g Plssworo Home QEN -  Hal John (J), Doe & Sign ou
aen

Testing mode

AT Dastiosss  Change Password /Password Rules
A Crarge Passeond * New Password Details O Change Password Rules /
& Uniock Accsunt New Password © have from 12 16 26 characters © ot contain the preble ID or Ase
include both uppercate sad lowercane letters G 0ot contain the profile 1D or mame Dackwards
o n " G have st least 1 special characters (not leftery or Sgity) G not Se the profile 1D o naene rearranged
& Set Anemate Ema essscnsnnees have at least 2 letiers G have at most 2 pairs of repeating characters
have ot least 1 diges not e 2 password used duning De past 830 days
©  Secunty Questiors Verify New Pas " © not be an exact dictionary word sutch (o ¢ word) G passyword must be changed svery 31 days
¥ Reset Other Azcourts o
SEAceRseRsay o & Accounts (Please check the check boxes below for all accounts you want 1o synchronize)
Change Passwords 0 Account Target Syvtem
) johndoe L XNAT tietwoduOutioc/Wse
I Siohndoe O xNat
| AIRACF Targets (2E2) Less Detais 4
DATEST) BB racs_2 Mantrame)
DATEST4 BB racr_2 (Maatrame

7. You will see a successful update message. You will also receive an email notification telling you that your
password was changed.

@ Password Changed Successfully!

Please logout and restart all workstation{s] now, after it restarts login
with the new passwaord

VPN connected users should not reboot or dmconnect thes wockstation
until they lock thedr workstation (CTRL-ALT.DEL) and then unlock and
logmn again using their new pasaword

Please update your password on any Corporate Phore of EPOD devices that
YOU woulkl Use This Pew password on

Plesss upcate any scrots of appic tions Mist need [0 LUse the newly changed
password

Important Note: You must log off your computer and then log back in with your new password.

15
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Changing Your RACF Account Password

1. Go tothe Password Manager self-service portal website https://www.changepassword.ford.com.
2. Under the Welcome message choose which tab you want to authenticate with.
a. Select Password to authenticate using your standard Network (Outlook) password.
b. Select RSA SecurlD to authenticate using your SecurlD.
c. Select Q&A to authenticate using your Standard/User questions and answers profile.
3. Authenticate using whatever method you chose in step 2.
Once authenticated, click on the Change Password link on the dashboard.
5. Select All RACF Targets to change the password on all RACF targets at the same time, or select only those
accounts whose password you want to change.

E

w Pﬁfnﬁggfo.. QEN -  tHelo Jon ¢ & Sion ot

» Change Password

8 Occrooars

9 < New Passwird Dotads O Crange Passwad Rudes

& Uriock Ascour New Pasiwena O

8 et lrwnelrs

© Loty Qumstorn

Vority New Pasvaord

W Fasn Ovwr Acoants

& Actounts (Mease Chech Bie check Bomes bedow or 2] 02 Cowes you mart 10 synchroniae)

Change Passwords Aoonat Target tysiem

jehnace

D

KIAT Danarnr Outlocs) W

Sjehndoe

A1 RACE Targsts (258 Less Detols 4

L)

6. Then enter a new password in New Password and Verify New Password fields, and click Change Passwords.
Note: The password must conform to the Change Password Rules. The rules will highlight in Green if they are
adhered to, and in Red if they are not.

ASSWORD torne S s =
@ MANAGER v ve o &

R Password Rules
O Omroiet » Change Password /

<) New Pasvword Detatiy © Crange Pesaword Rutes /
& Umioo Accout [rS—— ) G heve hom € 1o 8 charsctery G oot cortan S profile 10 or namw
B Nevw ot leant 2 letters G oot b B grofile 10 or e reart anged
B Se Abernere G O have ot want | dph G Nove o moet 3 pairs of repeating chur schers
[ ...... ] B heve 9% 1 characters, only © 4 3 specil chatacieny siowed G contan only Shur scters availatie on 3 wanded Exghon (UY)
=2ty ame compan bie) hoydosrd
©  Zecuty Cueeore B ot be the profie 10 or rame G ot be 2 pasvword owed during B pust 50 dryy
Verity New Paryword B et b the profie 10 Or e Backmards B parrword mont te chasged every 3 duyy
B
-
I ] & Accounts (Pesse check Be chock bones Delow Sor o accounts you want 30 syncheonee)
Change Passworss Accourt Leget Syviees
doe 2 x Yo

BB 2 2 eetarw
| QY FTRER

7. You will see a successful update message. You will also receive an email notification telling you that your
password was changed.
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Changing Generic Account Password

1. Go tothe Password Manager self-service portal website https://www.changepassword.ford.com.

2. Under the Welcome message choose which tab you want to authenticate with.
a. Select Password to authenticate using your standard Network (Outlook) password.
b. Select RSA SecurlD to authenticate using your SecurID.
c. Select Q&A to authenticate using your Standard/User questions and answers profile.
3. Authenticate using whatever method you chose in step 2.
4. Once authenticated, click on the Reset Other Accounts link on the dashboard.

o, ASSWORD o N - 5 Sign out
@ P : AGtQR 2. Home Q@EN Hello John (J.), Doe & Sign ou
Dasndoard
pasnboss PWelcome
Q@ Change Paszword
Uniock Accourt Access and security Account Status
&  Sot Altemate Emad ) == )
Qg Change Password g Set Alternate Email Last Password update
(2] Security Questions CNANGe Your NeMOrLOUBaSK Passwara|s) o racaive Important nastcatons about
changes o your account Last Falkd S';n-'n zm ago
P Reset Other Accounts
© se urity Questions w Reset Other Accounts le Successful Sign- CIETETD
T SetChange QLA 1 vertly identty and Resetyour SharedSenerio 2200unys) ik
CC8es yOour sotaunt patsword
Last Unsuccessful Sign-In
attempts
1 g 5 Contact Us
Alernate Generic / . Help Desk ;
Email Shared
5. Enter the generic CDSID in Enter CDSID Owned by you field, and click the Search button.

e ASSHWORD ‘M. Helo | Sig I
W PMMEER o Home @E Hello lohn [1.), Doe & Sign ou
@&  Dushbcord

pesreea MGERErC Account Owned by you

Change Passwond
B Uriock Account &isearch Users
& Set Aremste Emal Enter COEID Cvnesd by you
@ Securty Questions smapadm
¥  Reset Other Accourts
Becount Targel Ohpti ors.
Mo data available in table
17
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6. Next, click Reset & Generate New Password button.

m IEE"?D Home @EN = Helo John (1), Doe & Sign out

Disrshinosed
Dasreears MGeneric Account Ohwned by you
Change Password I’
lehn (1.}, Doe

6 Uniock A & Search Users

= e Ak Email Emter CDSID Owned by you

8 Secuty Cusstions SKARPADM

* Regal Oiher AcoouUnts

Aot Target Options

S s sy s) o
DEpt S0011 526 -1

D Manager MANSARD

Dirgod Spongar CCTARMOM

SLDN coda: 5051 - Ford Misior Cradit Compasy Sulding
Emp Type: 4

7. Click Reset on the confirmation screen.

Confirm Action ?

Are you sure you want 1o Resat the password on this account (SMAPADM)?
NOW: S0 (YOu) and e S000807 Wil rade Ve T8 24N DAMSEN0NT BY emaa

Cancel | Reset I
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9. Password Manager will generate a random password and display it on the screen. It will also email the new
password to you and to the account sponsor.

DASSWORD § - -
m MANAGER smun Home @EN Hello lohn (1.}, Doe & Sign out

—  Testing mode

@ SMAPADM Password RESET suc ¢ essfully!

Dashboard

»

SRS Dashboard PGeNeric Account Owned by you

= Unlock Account

Sat Attermats Email lSSlﬂAPADM NEW PASSWORD

Security Questions

mT5*DkQ

B2 PASSWORD HAS BEEN SENT TOYOU AND
TO THE ACCOUNT SPONSOR.

E o N

Resat Other Accounts

&5Search Users

Enter CD51D Owned by you

SMARPADM @
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Setting Up Alternate Email Account

Once you begin using the self-service Password Reset website, you will no longer be required to contact the help desk to

reset your password. If for some reason you are unable to reset your password through the Password Manager self-

service website, call the help desk and ask them to reset your password. The help desk will give you the first half of your
temporary password over the phone and send the second half to your alternate e-mail address.

Follow the instructions below to set up an alternate email address:

1. Go tothe Password Manager self-service portal website https://www.changepassword.ford.com.

2. Under the Welcome message choose which tab you want to authenticate with.
a. Select Password to authenticate using your standard Network (Outlook) password.

b. Select RSA SecurlD to authenticate using your SecurlD.

c. Select Q&A to authenticate using your Standard/User questions and answers profile.

w

Authenticate using whatever method you chose in step 2.

4. Once authenticated, click on the Set Alternate Email link on the dashboard.

“— C | # nttps//wwwchangepassword.ford.com/default.asy

@ ASSWORD {rna
MANAGER uun

oard

az PWelcome
Change Password
& Unlock Account Access and sacurity
= Sct Altemate Emai
QQ Change Password
© Security Questions Changs yous Hetaoek Outiook password]s
¥ Reset Other Accounts

Q Security Questions

erfy Mentty and

M' Set Alternate Email

@,
'&.’ Reset Other
Accounts

your ShareaGanenc occownt(s

assword

5. Enter your personal email address (@gmail, @yahoo, @hotmail, etc) in the Alternate Email and Re-Enter

Alternate Email Address fields. You may enter up to 5 alternate email addresses.

@Gp P,

r Alternate Email Addresses

»

Cramge S

& Alernate Email Addiassss

n
T
-

i

s

You may enter up to (5] alternate email addresses.

g © O
a
1
J
3
*

|ehnde ':"I'.:)l.' mail.com

Albernate Email Re-Enber ARerrabe Email Address Acton

anndoe :{.E. Gmail.com
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6. Click Update.
7. You will see a successful update message.

@ Piisc.

Ciashboard

User Alternate Email has been Updated! Please allow up to 5 minutes for your change to take effect!

a, Change Password

ERERL R Deshbozrd P Alternate Email Addresses

= Set Alternste Ems & Alternate Email Addresses

©  Securty Questions You may enter up to (5) alternate email addresses.

¥ Reset Other Accounts Alternate Email Re-Enter Alternate Email Address Action

johndoe@gmail.com

8. You will also receive an email notification stating that your alternate email address has been updated successfully.

Password Manager Alternate E-mail Address Update for JOHNDOE
Admin, P-Synch (&)
erit: Fri L/20LT 11:54 AM
# DOE, JOHN (1)

Go Further

Hello JOHNDOE,

On January 06, 2017 11:54:18 AM you requested an atermate e-mail address Update
through hitps-ifwanw changepassword. ford corm

The result of this request was: Successful

The requestor's alternate e-mail address list is set as follows

johndoe@gmail.com

If you did not perform this change, call the Help Desk immediately!

MHorth American Support Center: Internal 74357, External 1-313-31-74957 or 1-888-31-74957 Garmany Support Cantar
nternal 87013322, External 02219003322, Outside Germany <4% 221 9013322 UK Sepport Center: Internal 8734 3322, External

T73C3377 Outeide UK L44 1377 9533
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Changing Alternate Email Account

1. Go tothe Password Manager self-service portal website https://www.changepassword.ford.com.

2. Under the Welcome message choose which tab you want to authenticate with.
a. Select Password to authenticate using your standard Network (Outlook) password.

b. Select RSA SecurlD to authenticate using your SecurlD.

c. Select Q&A to authenticate using your Standard/User questions and answers profile.

3. Authenticate using whatever method you chose in step 2.

4. Once authenticated, click on the Set Alternate Email link on the dashboard.

& C | @ nttpsy//wwwchangepassword.ford.com/default.asps
@ PASSWORD Home
MANAGER aun
# Dashboard
nmoare PWVElCOME
Q, Ch ange Password
&  Unlock Account Access and security
=  Sct Altemate Emai
Qe Change Password
©  Security Questions Changs yous Hetaork Outiook password!s
¥ Reset Other Accounts
Q Security Questions
T Q84 10 verdy Mentty and

a Set Alternate Email

To tecatvn Emparsant notific wons sbout

hanges 19 your sscownt

% Reset Other
Accounts

Reses your SharesiGanenc o:coentis})

password

5. Enter your new personal email address (@gmail, @yahoo, @hotmail, etc) in the Alternate Email and Re-Enter

Alternate Email Address fields.
6. Click Update.

& Pisvoro Heme
MANAGER caus

Drshibenpd

Dashbensd B AlNernate Email Addresses

Changs Passwond

& Alternate Email Addresses

E Linkock A oot

B oo ANemas e You may enter up (o (5) altemate email addresses,

7] Security Questions Albernate Emuail Re-Emter Allernate Email Address
* Ressl Oiber Assiums

johndoe2@notmail.com ‘ | johndog2@hotmail.com

Action
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7. You will see a successful update message.

Dashboard

»

Change Password

= Unlock Account

Set Altemnate Ema

Security Questions

Reset Other Accounts

E o O

@@ Piise.

User Alternate Email has been Updated! Please allow up to 5 minutes for your change to take effect!

Dzzhboz P Alternate Email Addresses

& Alternate Email Addresses

You may enter up to (5) alternate email addresses.

Alternate Email

johndoe2@hotmail.com

Re-Enter Alternate Email Address

8. You will also receive an email notification stating that your alternate email address has been updated

successfully.

JOH

NDOE2

e pwdadmil@ford.com
hdon 192017 8:53 AM

To: johndoe? @hotmail.com £

L Tord 2

Go Further

Hello JOHNDOE?2,

Password Manager Alternate E-mail Address Update for

B m ~ &Reply|v

On January 09, 2017 11:52:36 AM you requested an alternate e-mail address Update

through https-hwww changepassword ford com

The result of this request was: Successiul

The requestor's alternate e-mail address list is set as follows:

johndoe2 @hotmail.com

If you did not perform this change, call the Help Desk immediately!
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